HugopmanimonHasi IaMATKA /1151 HECOBEPLIEHHO/IETHHX 10 BONpocaM
kHOepOezonacHoCTH

B ceTH «HTEpHET»

KoMunblorepHble BUPYChI

KoMIproTepHBIi BUPYC - 3TO Pa3sHOBHIHOCTH KOMITBIOTEPHBIX ITPOTpaMM,
OTJIMYUTENIBHON OCOOEHHOCTBIO KOTOPOH sBISETCS CIOCOOHOCTD K Pa3MHOXKEHHIO
(xonupoBaHuio). B momonHeHHE K 3TOMY, BHPYCHI MOTYT TIIOBPEAUTH HIIH
IOJHOCTBIO YHUYTOXXUTH BCE (Pailyipl U JaHHBIE, IIOJKOHTPOJIBHBIE 110JIb30BATEINIO,
OT MMEHH KOTOporo Oblia 3amylleHa 3apaxEéHHasi MporpaMMa, a TakXKe MOBPeIUTh
WIH Ja)X€ YHUYTOXUThH OINEPAllMOHHYIO CHCTEMY cO BceMH (aitnamu B ueiaom. B
OONBILIMHCTBE ClIy4aeB pacpOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTtoab! 3alIHTHI OT BPEAOHOCHBIX NPOrpamMM:

1. Hcnone3yit coBpeMeHHbIE ONepaliOHHbIE CHCTEMBl, UMEIOILHe
CephE3HBIN YPOBEHB 3aLUTHI OT BPEJOHOCHBIX IPOTPaMM;

2 [ToctossHHO ycTaHaBnuBail matur (IUGPOBBIE  3AIUIATKH,
KOTOpbIE  aBTOMAaTHYECKH YCTAaHABIMBAIOTCA C LENbl  JopaboTku
IpOrpaMMbl) M Jpyrue OOHOBJICHUS CBOEH OIEpallMOHHON CHCTEMBL.
CkayuBall X TONbKO C oduuHapHOro caita paspaborunka OC. Ecmu
CYLIECTBYET PEKUM aBTOMATUYECKOTO0 0OHOBJICHHSI, BKIIIOYH €r0;

3. PaGorali Ha cBoeM KOMIIBIOTEpE HOJ IpaBaMH I1OJIB30BATENs, a
He aJIMHHHMCTpAaTopa. OTO HE IIO3BOJIUT OOJBIIUHCTBY BpEIOHOCHBIX
IIPOTrpaMM MHCTAJIJIUPOBATHLCS HAa TBOEM [IEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnone3yih ~ aHTUBHUPYCHbIE  IIPOrpaMMHBIE  IPOIYKTEHI
U3BECTHBIX NIPOU3BOAUTENEH, C aBTOMATHYECKUM OOHOBNIEHHEM 0a3;

- 5 Orpanuup  ¢uU3MYECKUH  JOCTYII K  KOMIBIOTEpY  IJIs
IIOCTOPOHHHUX JIHII;,

6. Hcrnone3y#l BHemHHME HOCHTENH HH(OpMAIMH, TaKHe Kak
¢bremka, muck Wi ¢aitn w3 HMHTepHeTa, TONBKO U3 NPOBEPEHHBIX
UCTOYHHUKOB,

7. He oTkpeiBalf KOMIBIOTepHBIE (alibl, IIOJydYEHHBIE U3
HEHaJEKHBIX HMCTOYHHMKOB. Jlaxke Te aiiibl, KOTOpbIe MpHCIal TBOH

3HAKOMBIH. JIy4Ile yTouHU y HEro, OTIpasyisll JIH OH Tebe HX.




Cern WI-FI

C nomompio WI-Fi MoXHO mOnyduTh OeCIUIaTHBIM WHTEPHET-IOCTYI B
o0IIEeCTBEHHBIX MecTax: Kade, OTeNsAX, TOPrOBBIX IEHTPaX U aj’pomoprax. Tak xe
ABJIAETCS OTIMYHON BO3MOXKHOCTBIO BbIXxoja B MHTepHeT. Ho MHOrme skcneprsl
CUMTArOT, YTO obmmenocrynueie WiFi ceTH He ABIAIOTCS 0€30MacHbIMH.

CoBeTbl o 6e30nacHocTH padoThl B 00uIe0cTYyNHbIX ceTax Wi-fi

1. He nmepenaBafi cBoo juuHyro HHpOpManuioo  4epes
obwenoctynuele Wi-Fi cetn. PaGoras B HHX, JKelaTelbHO He BBO}iHTL
IIapOoJIM JOCTYTIA, JOTHHBI U KaKHUe-TO HOMEpa,;

2. HUcnonp3zyit W OOHOBNANH aHTUBHUPYCHBIE IIPOrPaMMBl U
Opanamaysp. Tem cambiM THI 06€30MacHIIb ces OT 3aKaYKH BUPyCa Ha TBOE
YCTPOHICTBO;

3. Ilpm wucnonb3oBanuu Wi-Fi orkmoun ¢yHkuuio «OOmui
noctyn Kk (QaiinaM u mpuHTepaM». JlanHas (QyHKUMS 3aKpeiTa IO
YMOJIYaHHUIO, OJHAKO HEeKOTOphle IIOJh30BATeIN AaKTUBUPYIOT e€ s
yA00CTBa UCIIOIB30BaHUs B paboTe UK y4ele; '

-+, He wucnone3yét nyOnuwunerd WI-FI s mepenmauu JIMYHBIX
JaHHBIX, HAIIPUMep, U1 BBIXOZAA B COLMAJIbHBIE CETH WM B 3JIEKTPOHHYIO
II0YTY;

i Hcnone3yit Tonpko 3amunienHoe coequHenue yepes HTTPS, a
He HTTP, T.e. npu HaGope BeO-anpeca BBogu uMeHHO «https://»;

6. B mobunsHOM Tenedone otkiroun GpyHKuuio «IlogkmodyeHue K
Wi-Fi aBromarnuecku». He momyckail aBTOMAaTH4ecKOro MOIKIIOYEHUS

ycTpoiicTBa K ceTaM Wi-Fi 6e3 TBoero corjacus.

COHH 4JIbHbI€ CETH

CouuanpHas ceTh - 3TO CalT, KOTOPBIH NPeJOCTaBIIAET BOZMOXKHOCTD JIFOSIM
OCYLIECTBIIATh OOIIEHUe MexIay coOoif B mHTepHeTe. Yarie Bcero B HUX MAJIA
Ka)XIOTO0 4eJOBeKa BbIAENSETCS CBOS JIM4YHAs CTpaHW4Ka, Ha KOTOPOH OH
yKa3biBaeT 0 cebe pa3ziuyHyro HHQOpMalWio, HaYMHAs OT UMEHH, haMWIHU U
3aKaH4MBas IMYHBIMU (QoTorpadusmMu. MHOrHe Mosib30BaTeNy HE IIOHUMAIOT, YTO
HMHpOpMAIUs, pa3MeIleHHass IMH B COLIMABHBIX CETSIX, MOXET ObITh HalijieHa W

HCIIOJIB30BaHA K€M YIroJHO, B TOM YHUCJIE HE obs3aTenpHO ¢ OaruMu

HaMEepPEeHUSIMH.




OcHoBHbIE COBeTHI MO 6€30NMaCHOCTH B CONHAJILHBIX CETHAX:

1. OrpaHu4b ciUCOK Apy3eil. Y 1e6s B Apy3bsiX He JOJKHO OBITH
Clly4aiHBIX U HE3HAKOMBIX JIFOZCH;

2. 3amMInaid CBOK YacTHYIO JKU3Hb. He yka3piBall Mapouy,
TenedoHbl, aapeca, naTy TBOEro pOXACHHUS W APYTYIO JIHYHYIO
UH(QOpMaIUO. 370yMBIIUIEHHUKHA MOTYT HCIIONB30BaTh Aaxe WH()OPMAaIHIO
0 TOM, KaK ThI ¥ TBOU POJUTEINH IJIAHUPYETE IPOBECTU KAaHUKYIIBI;

3.  3amumai cBOIO PEIyTaLHUIO - AEPXKU €€ B YUCTOTE U 3ajaBail
cebe Bompoc: xoTes OBl ThI, YTOOBI APYTHE MOJB30BATEM BHIENH, YTO ThI
3arpyxaems? [logymaii, mpexnae 4yeM 4TO-TO OITyOJIMKOBAaTh, HAIHcaTh M
3arpy3uTh;

4. Ecau TBI roBOpHMINBL C JIFOABMH, KOTOPBIX HE 3HAellb, He
UCIOJB3YH CBOE peaJlbHOe UMS M JPYrylo JUYHYIO HHGQOpMaluu: UM,
MECTO XKHMTEIbCTBA, MECTO Y4eObl U ITpoyee;

5.  MWsberait pasmewienus ¢otorpaduit B MHTepHeTe, rae T
H300pa)keH Ha MECTHOCTH, II0 KOTOPOH MOXHO OINpPEAEIUTh TBOE
MECTOIOJIOKEHHE;

6. Ilpm peructpauuu B COIHMAIBHOM CeTH HEOOXOOUMO
HCIOJIb30BaTh CIIOKHBIE IApOJIM, COCTOsIIHe K3 OykB W mudpp U C
KOJINYECTBOM 3HAKOB He MeHee &;

7.  JAnA cCOUMaJBbHOM CeTH, MOYTHI U OPYrHX CaTOB HEOOXOIUMO
UCIOJB30BaTh pa3Hble IMapond. Torma ecnu  TebOs  B3JIOMAIOT, TO

3JIOYMBIIIUIEHHUKH I10JIydaT JOCTYI TOJNBKO K OJHOMY MECTY, a He BO BCe
cpasy.

JJIEeKTPOHHbIC JeHbI'H

DJIEKTPOHHEIE JIEHBI'M — 3TO O4YeHb YHOOHBIA crocob IutaTexeid, OaHaKo
CYIIECTBYIOT MOLUIEHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TH JIEHBIH.

OneKTPOHHBIE AE€HBIU MOSBHIKCH COBCEM HEJIAaBHO M HMEHHO M3-3a 3TOrO BO
MHOTHX T'OCYyIapCTBax O CHX IOp HE NMIPOMMCAHO NPO HUX B 3aKOHAX.

B Poccun e oHM (yHKIHOHHPYIOT ¥ O HUX yXKe TPOIKMCAHO B 3aKOHE, IIIe
MX pa3leNsiloT Ha HECKOJBKO BUOB - aHOHMMHBIE M HE aHOHUMHBIE. Pa3Huna B
TOM, YTO aHOHUMHEIE - 3TO T€, B KOTOPBIX pa3pellaeTcs NPOBOAUTE onepanuu 6e3
MICHTHU(QUKALMK  ITIONB30BATENs, 4 B He AHOHMMHBIX HIeHTH(QHUKALUHA
10JIB30BATEIS SABJSAETCS 00sI3aTENIEHOM,




Taxxke cnexyeT pa3nuyarh OJJEKTPOHHBIE (UATHBIE MIEHBIU (paBHBI
rOCyJapCTBEHHBIM BaJIFOTaM) M 3JIEKTPOHHBIE He(HaTHBIE [eHBI'M (HE paBHBI
roCcyJapCTBEHHBIM BATIOTaM).

OcHoBHbIe coBeTbI 10 Ge3onacHol paboTe ¢ 3JIeKTPOHHBIMH JeHbIAMH:

1. TlpuBsxu Kk cdeTy MOOMIBHBEIH TenedoH. ITO caMblil yIOOHBIH
U OBICTpBIN cIOcO0 BOCCTAHOBHUTH HNOCTYM K cueTy. [IpuBsi3aHHBIN TenepoH
IIOMOJXKET, eciu 3a0y/ielIh CBOH IUTATeXXHBIH Mapoib WIK 3aiiiens Ha CaliT ¢
HE3HAKOMOI'0 YCTPOMCTBA,

2. Hcnone3y#i onHopazoBeie maponu. Ilocne mepexoma Ha
YCHIIEHHYIO aBTOPH3aLUIO Tebe yxe He Oy[eT yrpoKaTh ONacHOCTb KpaXXu
WM TlepexBaTa IUIaTeXHOTo I1apois;

3.  BriGepu cnoxseid mapons. [IpectynHukam OyaeTr He IIPOCTO
yrajaTh CJIOXHBIH naponb. HajxexxHble mapoiu — 3TO Hapoyid, KOTOpBIE
COZlep)KaT He MeHee 8 3HAKOB M BKIIIOYAIOT B ce0sl CTPOYHBIE M IPOIHCHEIE
OykBBI, IUGPBl ¥ HECKOJIBKO CHMBOJIOB, TaKHe KakK 3HaK jaoJuiapa, QyHTa,
BOCKJIMLIATENBHEIN 3HaK U T.N. Hampumep, StROng!;;

4. He BBoaM cBOM IM4YHBIE JaHHBIE Ha calTaX, KOTOPHIM He
IOBEPSIeIb,

JJIeKTPOHHASA MOYTA

OneKTpoHHAas MOYTa — 3TO TEXHOJOTHA U IPENOCTaBIsEMbIE €10 YCIIYTH I10
NIEPECBUIKE U IOJIy4YEHHIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIIPEeITIOTCS B
KOMIBIOTEPHOM ceTH. OOBIYHO 3IEKTPOHHBIA IOYTOBBIA SIIUK BBITJIAIHUT
ClIeyroIUM 00pa3oM: UMs_IOJIb30BaTeNII(@uMs_noMeHa. Takke KpoMe Iepeiadu
IIPOCTOT'0 TEKCTa, HMEETCs BO3MOXKHOCTH NepeaBaTh (haubl.

OcHoBHBIE cOBeThI 10 Ge30NMacHOl paboTe ¢ JIEKTPOHHOM MOYTO:

i Hano BeIOpaTh npaBHIIbHBIA NOYTOBBIN cepBUC. B MHTEpHETE
€CTh OIPOMHBIN BBIOOp O€CIUIaTHBIX ITOYTOBBIX CEPBUCOB, OJHAKO JIy4lle
JOBEPATH T€M, KOrO 3Haelllb ¥ KTO IIepBBIH B PEUTHHTE,

2. He ykaspiBall B JIMYHOH TMOYTE JIMYHYIO HHGOPMALHMIO.
Hanpumep, myume BeIOpaTh «My3bIKalbHBIH (haHat@» uau «pok2013»
BMECTO «TeMal3y;

3. MHcnone3y#t OBYX3TanHyl0 aBTOPH3ALHIO. DTO KOria MOMHMO

napoJIst Hy>KHO BBOJUTH KOJI, PUCBIIaeMbli 1o SMS;




4.  Bribepu cnoxHpld maponb. J[ns KaXIOro MOYTOBOTO SIIHKA
NOJKEH OBITh CBOM HaJleHBIN, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXXHOCTH HamucaTh CaMOMY CBOM JIMYHBIN
BOIIPOC, MCIIOJIB3YH 3Ty BO3MOXHOCTb; ‘

6.  Hcnons3ydt HECKOJIBKO IIOYTOBBIX SIIHKOB. IlepBerif s
YacTHOM IMIEpeNHCKH C ajpecaTaMy, KOTOPBIM THI JOBepsfellb. OITO
3JIEKTPOHHBIN ajpec He HaJo UCIOJIL30BaTh IIPU PErUCTpaluu Ha (hopymax
U cauTax;

7. He orkpeiBail (afiibpl ¥ Ipyrue BIOXKEHHUs B IMUCBMax MAaxe
€CJTH OHH IIPUILIIM OT TBOUX Apy3ei. Jlydie yTo4HHu y HUX, OTHPAaBIIIN JIX
OHH Tebe 3TH (aibl;

8.  Ilocne oxoHyaHuMs pabOTEl Ha IOYTOBOM CEpBHCE IMepen

3aKpBITHEM BKJIAJIKH C caliToM He 3a0yab HaXaTh Ha «BBIATHY.

K“GCDGVJIJ]HHF HJIH BUPTYAJIbHOE U3/1€BATEJIHLCTBO

Kubepbymnuur —  mpecienoBanwe — COOOIIEHHSMH,  COJEpIKAIIUMHU
OcKopbOnenus, arpeccuio, 3alyruBaHue; XYJIUTaHCTBO; COLIMANBHOE
O0MKOTHPOBaHHE C IOMOIBIO PA3IMYHEIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeThI N0 00pbOe ¢ KHOePOYJUIHHTOM:

1. He 6pocaiics B 60#. JIyurmii cioco6: mocoBeTOBATHCS KaK cedst

BECTH M, €CIIM HET TOro, K KOMy MOXHO oOpaTHThCS, TO BHadaie

ycnokouThes. Eciam Tl HayHemb OTBedaTh OCKOpOJIEHWSMH  Ha

OCKOPOJIEHHUS, TO TOJIBKO ellle GOJIbIIIe Pa3oXKIKeIb KOH(IIUKT;

2. VYnpasnsi cBoel kubeppemyraluei;
3. AHOHUMHOCTE B ceTH MHHMas. CyIIecTBYIOT CIIOCOOEI

BBISICHUTB, KTO CTOHUT 32 aHOHUMHBIM aKKayHTOM;

4. He crour BecTH XynuraHckuié oOpa3 BUPTYaJbHOH >KH3HHU.

MuTeprer QuKcHpyeT Bce TBOU INEHCTBHS W COXpaHSET UX. YIATUTh UX

OyzeT KpaiiHe 3aTpyAHUTENBHO;

5. Benu cebs BexXIHBO;
6. HUrnopupyit €IMHUYHBIN HEraTHuB. OpnHopa3zoBsle

OCKOpOHTENbHbIE COOOIIEHHs Jydule HrHOpHpoBaTh. OOBIMHO arpeccus

IIpeKpamacTCsa Ha HavyaJIbHOH CTaaHuu,




7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMHU
COOOILIEHUSMH, B COIHAJIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKHPOBKH
OTIPaBKH COOOIIEHHUH ¢ ONpeeIeHHbIX aIpeCOB;

8. Eciu Tb1 cBumerens kuOepOyiuipHra. TBoum — [eicTBHA:
BBICTYIIMTH IIPOTUB IIpecieloBaTelNs, IOKa3aTb €My, 4YTO €ro JAeHCTBU
OLIGHHUBAIOTCS  HEraTHBHO, IOJAEpXaTh JKEPTBY, KOTOPOH HyXHa
IICUXOJIOTMYecKass [OMOIb, COOOLIUTH B3pPOCIBIM O (haKTe arpecCHBHOTO

ITOBEACHHUSA B CETH.

MoOuabLHBIH TeedoH

CoBpemenHble cMapT(OHBI U TUIAHIIETHI COAEPXKAT B cebe BIIOTHE B3POCIbIH
(QYHKLMOHAN, W Temepb OHM MOIYT KOHKYPHPOBAaTh CO CTallHOHAPHBIMH
KommbroTepaMu. OHaKo, CPeICTB 3aLUTHI 1)1 MOJOOHBIX YCTPOMCTB IOKa OYCHb
Mano. TecTHpoBaHME M IIOUCK YSI3BUMOCTEH B HHUX IIPOUCXOJUT HE Tak
MHTEHCHUBHO, Kak A1 [1K, To e camoe kacaeTcss 1 MOOMIIBHBIX IIPUIIOXKEHUH.

CoBpemeHHble MOOWIBHBIE Opay3epbl yXe IPaKTHYECKH JOTHAIH
HACTOJIGHBIE AaHAJOrH, OJHAKO pacliMpeHHe (yHKIHOHanNa BledeT 3a coboi
OOJBIIIYIO CIIOKHOCTS U MEHBIIYIO 3aIIUILEHHOCT.

Jlaneko He Bce IPOM3BOJMTENN BBIMYCKAIOT OOHOBJICHMS, 3aKpPBIBAIOIIHE
KPUTHYECKUE YSI3BUMOCTH [IJIs1 CBOUX YCTPOMCTB.

OcHoBHBIE cOBeTHI U151 6€30MacHOCTH MOOHJIBLHOTO TesieoHA:
1. Byae ocropoxeH, Beap korpa Tebe mpemiararoT OecrulaTHBIN

KOHTEHT, B HEM MOI'YT OBITH CKPBIThI KaAKHUE-TO ITIJIATHBIC YCIIYT'H;

2 Hymaii, npexzae 4yem otmnpaButh SMS, ¢orto wmu Bumeo. T
TOYHO 3Haelllb, I'le OHU OyAyT B KOHEYHOM UTOTEe?

3. HeobxomuMo oOOHOBISATE ONEPAlMOHHYIO CHCTEMY TBOETO
cMapTdoHa;

4.  Hcnone3yil aHTUBUpPYCHBIE TIIPOrpaMMbI JJIsI MOOUIBHBIX
TeNeQOHOB,;

5. He 3arpyxail NpuIOXeHUSI OT HEU3BECTHOIO MCTOYHHUKA, BEMb

OHH MOTYT COJEP)KaTh BPEJOHOCHOE IPOrpaMMHOE 00eCrIeUeHHE;

6. Ilocne Toro xak THl BBIHAENIb C caiiTa, re BBOMMJI JHYHYIO
MH(OpMaIHIO, 3aiili B HACTPOIKH Opay3epa H yaainu cookies;

2. [lepuomuyeckn  mpoBepsti ~ KakWe  IUIATHBIE  YCIYTH

AKTUBUPOBAHBI HA TBOEM HOMEPE,




8. HaBaii cBoii HOMep MOOHIIBHOro TeinedOoHa TOJIBKO JIIOISM,
KOTOPBIX ThI 3HaeIlb U KOMY JOBEPSEIb;
9, Bluetooth momxeH OBITH BBIKJIIOYEH, KOIJa Thl HM He

nonb3yescs. He 3a0piBali HHOTIA MIPOBEPSTH 3TO.

DUINUHT HJIH Kpaka JIHYHbIX TAHHBIX

['maBHasg uens QUIUMHT - BUga VIHTEpHET-MOIIEHHHUYECTBA, COCTOUT B
NOJY4YeHHH KOHGUACHIHAIBHBIX AAHHBIX IOJIb30BaTEeH — JIOTHHOB M MapoJei.
Ha anrmmiickoMm s3bike phishing unrtaercs kak ¢umuHr (ot fishing — priOHas
JIOBJIA, password — napouib).

OcHoBHBIE cOBeTbI 0 opbhe ¢ pUIIHHTOM:

1.  Cnenu 3a cBouM akkayHTOM. Ecnu TBI TOJj03peBaeIib, YTO TBOS
aHkera Opl1a B3JIOMaHa, TO HEOOXOOMMO 3a0JIOKHPOBATh €€ ¥ COOOIIUTH
aJIMMHHUCTpaTOpaM pecypca 00 3TOM KaKk MOXHO CKopee;

2. Wcrons3yit 6esonacHble BeG-CaliTbl, B TOM YHCJE, HHTEPHET-
Mara3“HOB U [TOUCKOBBIX CHCTEM;

3.  Hcnone3yii cIOXHBIE U pa3Hble Maposid. TakuMm o0pa3oM, eciu
TeOsI B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MONYyYaT JOCTYI TOJBKO K OJHOMY
TBOEMY IIPO(UIIIO B CETH, a HE KO BCEM,; '

4.  Ecnu Teba B3mOMalu, TO HEOOXOAMMO MpenylNpeAauTh BceX
CBOMX 3HaKOMBIX, KOTOpbIe 100aBineHsl y TeOs B Opy3baX, O TOM, 9TO TeOs
B3JIOMajJd M, BO3MOXKHO, OT TBOEro HMMEHH OyJeT pacChbUIaThCs CIaM H
CCBUIKM Ha (DUILHHTOBEIE CANTEHI;

5. VYcranosu HagexHbIi naposs (PIN) Ha MoOuNbHELH TenedoH;
6.  Otxmouu coxpaHeHue maposs B Opaysepe;
8 He otkpeiBait ¢ainsl U Apyrue BIOXKEHUs B ITHCbMax Jaxe

€CJIM OHH IPHIUIKA OT TBOMX Apy3ell. Jlydie yTOYHU y HUX, OTIPABILUIH JIH
OHHM Tebe 3TU daiIIbl.
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